INTELLIGENT

TECHNICAL SOLUTIONS

4 Ways Your Employees Could Be Putting
You at Risk

Questions to assess the cyber readiness of you and your employees

With the ability for hackers to establish a beachhead in your business with little to no effort, here are 4
simple questions to help inform your cyber risk and readiness. Data is based on the results of 1,000+
security risk assessments for Small and Medium-Sized Businesses. How do you stack up?

Do you programmatically train and test your employees about current security threats,
company security policies, and the personal role each employee plays in keeping the
business safe from cyber threats?

Do you maintain awareness of the latest tools, tactics and procedures (TTP) of cyber ;
criminals and regularly assess your environment for vulnerabilities and potential defensive
blind spots?

If, for example, you discovered a phishing campaign targeted at your finance team or
() potential exposure of confidential information due to a system misconfiguration, do you
-— —f- have cyber incident response policies and plans in place for remediation?
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In the aftermath of an attack, do you have plans and policies in place to examine root cause
analysis, test and return to secure production, and how to respond to new threats in the He'd
future?

With the ability for hackers to establish a beachhead in your business with little to no effort, here are 4
simple questions to help inform your cyber risk and readiness. Data is based on the results of 1,000+
security risk assessments for Small and Medium-Sized Businesses. How do you stack up?

*Results of more than 1,000 risk assessments completed by ConnectWise partners reveal that a majority of small and medium-
sized (SMB) businesses do not have cybersecurity protection at the top of their agenda and are highly prone to risks and
vulnerabilities. The risk assessments reveal that an alarming 69% of SMBs have not identified and documented cybersecurity
threats, while two-thirds (66%) have not identified and documented cybersecurity vulnerabilities. ConnectWise study, July 2019.
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